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Environment
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Control Program

[0 processes user requests
O injects faults (through fault injection server)

O resets hung machines

hewl ab. th

Run WL server Stop WL server _ Exit _

Command; |start Go _

start stop _ reset _

Select All _ Clear _

W cismZ
W cism3
o cismd

Inject _

Address: [0x100d0 H_ M_ M_ H_
Bit: __u

Duration: _EE

Fault List: _H_m::H:aamaa;&mc_ﬁl_a
Find _ Go _

Control Prog: | Send _
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Workload

O Workload |

e implements error detection and logging
e maintains high network workload
— do FOREVER
choose host; send short data message
recv any incoming message and check validity
check that data has been sent over each link recently
check that data has been recved from each link

— DONE
O Workload Il
e Caltech RAIN demo (skier movie)
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Fault Model

O Consider transient faults to memory on interface card

O Single bit-flip or set value (e.g., set to -1)

-
On Board SRAM
4 N
><Buffers
4 N
Stack
x* LANai
XD Micro Processor
ata X
X
\, Y
X
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Sample Fault List

flip
flip
flip
flip
flip
flip
flip
flip
flip
flip
flip

log start O
log dir /tmp/logs/sendbuf
log base sendbufO

0x36720
0x36724
0x36728
0x3672c
0x36730
0x36734
0x36738
0x3673c
0x36740
0x36744
0x36748

and so on

0

O O O OO OO OO0
O O OO OO OO OoOo

0
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Sample Output

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:

20
20
20
21
21
21
21
21
21
21
22
24
24
24
25
25
25

inject_from_sting:
update_net_status:
update_net_status:
update_net_status:
update_net_status:
update_net_status:
update_net_status:
update_net_status:
update_net_status:
update_net_status:
update_net_status:
update_net_status:
update_net_status:
update_net_status:

sending <inject 0x14d4c 0 1.0> to injector
Injecting 85324 0 1
Injecting fault (0,0x14d4c,0x0)

cismé4
cismé4
cism3
cism?2
cism3
cism?2
cism3
cism3
cism3

k% xk
k% xk
*k %k k
*k %k k
*k %k xk
*k %k %
*k %k k

Unexpected message sequence (2044420 !'= 2044423) fx
Unexpected message sequence (2047280 != 2044424) fx
Version should be 0x10, not 0xO

Unexpected message sequence (2044425 != 2047281) fr
Got message from illegal host: 00:00:00:00:00:00:0(
cism3 got data from (Unknown host): Sending message
Unexpected message sequence (2044424 !'= 2044422) fr

cism4 Restoring mem value (0xl4d4c = 0x1)

cism3
cism3
cism3

k% %

Unexpected message sequence (2049551 != 2049553) fn

Counter: HostReceiveDrops=4

*k %k %k

Unexpected message sequence (2068956 != 2068958) fr

update_inject_status: injection complete
check_link_status: All links up
update_inject_status: inject 0x14d50 0 1.0
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om cismé
om cismé

om cismé4
:00

2044422
om cismé4

om cismé

om cism?2



